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	STATUS
	OWNER
	LAST UPDATED

	Sample / Draft
	[Organisation / Owner]
	[DD Month YYYY]


	Document type
	Procedure

	Approved by
	[Name / role]

	Review cycle
	[Annual / event-driven / other]

	Scope
	[Cyber security incidents affecting organisational operations or information]




How to use this sample
This sample is a practical starting point. Replace bracketed fields, align the content with your organisation’s risk profile and technology environment, and obtain appropriate legal, regulatory, privacy and operational review before approval.
1. Purpose and scope
This procedure defines how the organisation reports, assesses, contains, investigates and recovers from suspected cyber security incidents. It applies to [systems, data, people, suppliers and locations].
2. Before an incident
•  Maintain an authorised incident response team, contact list and secure collaboration channel.
•  Confirm logging, evidence collection, backup restoration and supplier escalation arrangements.
•  Exercise this procedure and relevant playbooks at [frequency] and track improvements.
3. Severity assessment
	Level
	Example impact
	Initial response

	1 — Critical
	Severe or widespread operational, safety, legal or data impact.
	Activate crisis leadership and specialist support immediately.

	2 — High
	Significant compromise or disruption with potential to escalate.
	Activate the incident team and contain as a priority.

	3 — Moderate
	Contained event with limited impact and manageable scope.
	Assign an incident lead and investigate promptly.

	4 — Low
	Suspicious activity or minor issue with no confirmed impact.
	Triage, record and monitor under normal operations.



4. Roles
	Role
	Key accountabilities

	Incident commander
	Own priorities, decisions, cadence, escalation and closure.

	Technical lead
	Direct analysis, containment, eradication, recovery and evidence preservation.

	Business lead
	Assess service impact, continuity needs and recovery priorities.

	Communications lead
	Coordinate approved internal, customer, media and stakeholder communications.

	Legal / privacy adviser
	Advise on privilege, notification, regulatory, contractual and privacy duties.

	Scribe
	Maintain the decision log, timeline, actions and evidence references.



5. Report and triage
1.  Record the reporter, time, affected service or asset, observed indicators and immediate business impact.
2.  Create incident reference [ID] and open the approved secure coordination channel.
3.  Confirm whether the event is credible, assign an initial severity and appoint an incident commander.
4.  Escalate to [contacts] when thresholds for critical services, sensitive information, safety or material disruption are met.
6. Contain
•  Choose containment actions that balance evidence, operational impact and threat reduction.
•  Isolate affected devices, accounts, applications or network paths using approved methods.
•  Protect clean administrative access and preserve a record of every material action and approval.
•  Engage relevant service providers and insurers through pre-agreed channels where applicable.
7. Investigate and eradicate
1.  Establish the incident timeline, initial access path, affected identities, systems, data and persistence mechanisms.
2.  Preserve evidence with source, collector, time, method, hash or reference, storage location and transfer history.
3.  Remove malicious access, close exploited weaknesses, rotate affected credentials and validate control changes.
4.  Reassess scope and severity as new evidence emerges; record decision reasons.
8. Communications and notifications
Use approved facts, named audiences and an agreed update cadence. Legal, privacy, regulatory, contractual and law-enforcement notifications must be assessed by authorised advisers against the incident facts and applicable obligations.
	Audience
	Owner
	Channel
	Cadence / trigger

	Executive / board
	[Owner]
	[Channel]
	[Trigger]

	Personnel
	[Owner]
	[Channel]
	[Trigger]

	Customers / partners
	[Owner]
	[Channel]
	[Trigger]

	Authorities / insurers
	[Owner]
	[Channel]
	[Trigger]



9. Recover
1.  Agree recovery priorities and entry criteria with business and technical owners.
2.  Restore from known-good sources in controlled stages; validate security, integrity and business function.
3.  Increase monitoring for recurrence and document residual risk, workarounds and deferred remediation.
4.  Obtain business owner approval before closing emergency recovery activities.
10. Close and learn
•  Confirm all actions have an owner and due date; transfer remaining work to normal governance.
•  Complete an after-action review within [timeframe] and identify root causes and control improvements.
•  Update procedures, playbooks, detections, training and supplier arrangements as needed.
11. Incident record
	Field
	Record

	Incident ID / severity
	[ID / level]

	Start / detection / closure time
	[Timestamps and time zone]

	Systems, identities and data affected
	[Scope summary]

	Key decisions and approvals
	[Decision-log reference]

	Evidence location
	[Repository / custodian]

	Follow-up actions
	[Owner / due date / status]
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