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How to use this sample
This sample is a practical starting point. Replace bracketed fields, align the content with your organisation’s risk profile and technology environment, and obtain appropriate legal, regulatory, privacy and operational review before approval.
1. Purpose
Use this instruction to establish, use and close a remote session securely through the organisation’s approved access service.
2. Preconditions
•  Access request [ticket / approval] is current and covers the required system and privilege level.
•  The user has an individual account and approved multi-factor authentication method.
•  The device is organisation-managed or otherwise approved, encrypted, supported, patched and running required security tools.
•  The user has a trusted network connection and a private location suitable for the information being accessed.
3. Request or change access
1.  Submit [request form] with user, manager, system, business need, access level, start date and expiry date.
2.  Obtain approval from the user’s manager and the relevant system or information owner.
3.  Security or IT provisions the minimum required access and records the approval reference.
4.  Confirm access with the user through an approved channel; do not send passwords or secrets in the ticket.
4. Start a remote session
1.  Move to a private workspace and prevent unauthorised viewing or listening.
2.  Connect the device to a trusted network. Avoid unknown or open wireless networks; if unavoidable, use [approved hotspot / guidance].
3.  Open [approved remote access client or portal] from the official application or saved address.
4.  Sign in with your individual account and complete multi-factor authentication. Never approve an unexpected prompt.
5.  Confirm the connection status shows [approved indicator] before opening organisational applications.
6.  For administrative work, start the approved privileged session and record [ticket / reason] when prompted.
5. Work securely during the session
•  Use only the systems and data authorised for the approved task.
•  Do not copy organisational information to personal storage, email, messaging, printers or removable media.
•  Use [approved file-transfer method] when transfer is authorised and scan files as required.
•  Lock the screen whenever unattended and end the session if device or account compromise is suspected.
•  Do not bypass security warnings or disable endpoint, logging or remote-access controls.
6. End the session
1.  Save work to the approved organisational location and close applications.
2.  Sign out of privileged and business sessions; do not simply close the window.
3.  Disconnect [remote access client] and confirm the connection indicator is inactive.
4.  Remove temporary authorised downloads in accordance with handling and retention requirements.
5.  Record task completion or unexpected activity in [ticket / work record].
7. Stop and report
	Condition
	Required action

	Unexpected MFA prompt
	Deny it, stop sign-in attempts and report immediately through [channel].

	Device lost, stolen or suspected compromised
	Disconnect if safe, contact [service desk / security] and follow instructions.

	Remote client warns of certificate or identity issue
	Do not proceed; capture the message and contact [support].

	Access is broader than required
	Stop using the excess privilege and request correction through [process].

	Sensitive data copied to an unauthorised location
	Do not delete evidence; report promptly through [incident channel].



8. Troubleshooting
	Issue
	Check
	Escalate with

	Cannot authenticate
	Time sync, account status, approved MFA method.
	Error, time, user ID, device ID.

	Connection drops
	Network quality, client status, approved service status.
	Times, frequency, network type.

	Application unavailable
	Remote connection is active and access is approved.
	Application, URL, ticket, screenshot.



9. Verification record
	Check
	Result
	Evidence / reference

	Access approval valid
	[Pass / fail]
	[Ticket]

	MFA successful
	[Pass / fail]
	[Method]

	Approved connection used
	[Pass / fail]
	[Service]

	Session ended and recorded
	[Pass / fail]
	[Record]
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